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2017-12-25 15:11:39 trilog. exe 6c39¢3f4a08d3d78f2eb973a94bd 7718 Hh
2017-12-25 15:10:12  TsLow. pyc f6b3a73c8c87506acdad30671360celb &
2017-12-25 15:10:05 TS _cnames. pyc e98f4£3505f05b1f90e17554fbc97bba9 3
2017-12-25 15:09:57 TsBase. pyc 2881669521934146bel172£6353e9alfh 1%
2017-12-25 15:09:47 imain. bin 437£135bal79959a580412e564d3107f =1
2017-12-25 15:09:39 TsHi. pyc 27¢69aa39024d21eal09cc9c9d944a04 1%
2017-12-25 15:09:30 sh. pyc 8b675db417cc8b23f4c43f3debc83438 1%
2017-12-25 15:09:05 library. zip 0face841f7b2953e7¢29c064d6886523 rh
2017-12-25 15:08:58 inject.bin 0544d425¢7555dc4e9d76b571£31£500 =1
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root@kali:~/triton# unpy2exe trilog.exe
root@kali:~/triton# s
imain.bin script_test.py.pyc trilog.exe

root@kali:~/triton# uncompyle6 script_test.py.pyc > script_test.py
rootgkali:~/triton# 1s

imain.bin script_test.py script_test.py.pyc trilog.exe
rootgkali:~/triton# []
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21 15 ILFR P
29 PAT IR H
54 SRR A
55 SrBLRER
56 43 Bt BRI 5L
59 VAR GRS
65 FEAET
66 ER L
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Inject. bin Jy%&T PowerPC ZERYIAISCA, HIhRE RIS AT [
HEN payload. ZAEFEH Trilog. exe [MEHIEE T A E — P
BOEFF B — AR, XA E AL TR #8 H — MR R b
Hro azsthhb T g AR TS IS B0 “get control program
staus” HEIKHL

Inject. bin FISEOLEREW N EFR . fERE—ME A I+,
Inject. bin #i&RHE Control field HHIMESRIEATHIN L IR, 55—
A E SRR BRI B =it T b A 28
VUL e A R R e P TR & e, e 1/ AT payloads

v Couter>0

Inject. bin E— @—I
e

Y l IEII:"_‘
A — ,
=

i
G

Py FRE
Y
EARE
> F <




Imain.bin

Imain. bin APATEZ IHAEN) payload XM, T PowerPC
ZER SR HscBld R W R B PR, E e WA TR . 3R
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ROM: 2@@e017C # Memory Data register
ROM: B@@eal7C
ROM: B@0eal7C Call_Function_@x6B9CC_17C: # CODE XREF: ROM:SUIMCRTp
ROM:@88@0817C 7F E3 FB 73 mr r3, r3l
ROM: 22800158 3C 08 @@ 86 lis ré, &
ROM:B00@R1E4 68 @8 B9 CC ori ré, ré, 8xBaCC # exeB9CC
ROM: 20082188 7C @2 @3 A6 mtctr re # set the couter register value Bx6BICC
ROM:B8800815C 4E 3@ 84 28 bctr
ROM: 8808013C # End of function Call_Function_@x6BACC_17C
ROM: Ba@ea18C
ROM: 222201590
ROM: 22222198 # = S5SUBROCUTINE ===
ROM: Ba@@a198
ROM: BB@@a198
ROM: 222201590 Call_Function_@x68FBC_198: # CODE XREF: ROM:@80080541p
ROM:B@8@01098 JF E3 FB 73 mr r3, ril
ROM: 208801594 3C 08 88 86 lis ré, 6
ROM: 20000108 68 08 8F eC ori ré, r@, exsFeC # exedreC
ROM:@008810C 7C @2 @3 A6 mtctr ré # set the couter register value Bx68F@C
ROM:2a@@01AR 4E 36 B4 28 bctr
ROM: BBRE01AG # End of function Call_Function_ex68FaC_19@
ROM: B8R0 1AR
ROM: Baaaa1A4
ROM: Ba@@R1A4 # =============== 5 JUBROUTINE
ROM: BB@@81A4
ROM: BBEE1AL
ROM: Baaaa1A4 Get_value_1994@8 124: # CODE XREF: ROM:@20088181p
ROM:B00@01A4 3C 68 88 19 lis r3, exls # ri= exloaana
ROM:BB8BA1AE 68 63 94 B8 ori r3, r3, ex94e8 # @x199488 # r3 = r3 or @x9480 = @x199486
ROM:DPBBEIAC S8 63 00 00 1bz r3, 8(r3) # r3 = [8x199460]
ROM:@00001B@ 4E B0 @08 28 blr # return the parent function
ROM: @BB801E6 # End of function Get_value_199488 1A4

*
=

- - ROM:020000E@ 40 30 @2 aC bge loc_EC # PCMCIA Interface General Control Register A
! ROM:200000E4 3B 40 @2 el 1i r2e, 1 # PCMCIA Interface General Control Register B
| ROM:B0BREBES 45 @@ 8@ 2D bl OR2 # 114

! ROM: B2OB0RES # Disable External Interrupt

| ROM: @@2@@BEC

! ROM: @@2@@BEC loc_EC: # CODE XREF: ROM:@200000EQT]

*° ROM:@BEEBREC 38 9D @8 14 addi rd, r29, 8xl4 # src addr



ROM: pBEEE114 loc_114: # CODE XREF: ROM:@@0800ESTp

ROM:@B0008114 7C 71 13 A6 mtspr eid, r3 # External interrupt disable
ROM:@B000118 38 8@ FF C@ 1i rd, -@x48
ROM: @BBEE118 E e
ROM:@2808011C 7C .byte @x7C # Option Register 3
ROM:@2288110 63 .byte @x63 # c
ROM:@280011E 80 .byte 2]
ROM: @208011F A6 Jbyte @xAs
ROM: BBBEE1268 E e
ROM:pBBBB128 7C B3 18 38 and r3, rd, r3
ROM:@BBBB124 7C B3 81 24 mtmsr r3, 3 # context_trans_126 |
ROM:00000128 4E 30 60 20 blr
ROM: 8880812C B o
M/
TF 7
ROM; @@08813C it
ROM:@008013C 6@ 63 @8 3@ ori r3, r3, @x3@ # Option Register 7
ROM:@@@@ealda 7C 63 81 24 mtmsr ri, 3
ROM:@@@ea144 7C 8@ 84 AC sync
ROM: 280008148 7C 78 13 Ab mtspr eie, r3 # External interrupt enable
ROM:@@08014C 4E 36 02 28 blr
— A NI ~ > =]
TR GAPIRSIZ ] 77 A7 45+
ROM: @B@2812C loc_l2C: # CODE XREF: ROM:@@@20184Tp
ROM:@@@2812C 3C 68 aC ed lis r3, exCea
ROM: 00000130 7C 78 8B A6 mtspr ic_csr, r3 # I-cache Control and Status Register
ROM:@@280134 4C @@ a8l 2C isync
ROM: @B@28134 E et el

Fe 2 BAPRSTFARUW N RN, imain. bin P2 MZE F 28
HH 0xC00, BIEE 10, 25 11N 1, XA BIFRIR M 2R A i [
DL e BR s, W NEIR, EREES e 1EiET .

I S 5 S - S

0 IEN 8% AR 0
1-3 TR 0
4-6 CMD FE 4 Z A7 4 0
7-9 N 0
10 CCER1 2R 4H 1% 1
11 CCER2 8 & i i% 1

12-31 R 0

10 CCER1 | Instruction cache error type 1—bus error during an IC_CST load and load cache block command

0 No error detected

1 Error detected

Note: This is a read-only, sticky bit, set only by the MPC860 when an error is detected. Reading this bit
clears it

11 CCER2 | Instruction cache error type 2—no unlocked way available for an IC_CST load & lock cache block
command

0 No error detected

1 Error detected

Note: This is a read-only, sticky bit, set only by the MPC860 when an error is detected. Reading this bit
clears it.
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FileName HASH

trilog. exe MD5: 6¢39¢3f4a08d3d78f2eb973a94bd7718
SHA-
256:e8542c07b2af63ee7e72ceb5d97d91036¢c5dab6e2b091aa2afe737b2243
05d230

imain. bin MD5: 437f135bal79959a580412e564d3107f
SHA-
256:08c34c6ac9186b61d9r29a77ef5e618067e0bc9fe85cablad25dc6049¢
376949

inject. bin MD5: 0544d425¢7555dc4e9d76b571£31£500
SHA-
256:5fc4b0076eac7aa7815302b0c3158076e3569086c4c6aa2f71cd258238
440d14

library. zip | MD5: Oface841f7b2953e7¢29c064d6886523
SHA-
256:befb9b9a3e00a14956e0cd4alf3e7524448cbebd3cc1295d95a15b83a3



TS cnames. py

(¢

TsBase. pyc

TsHi. pyc

TsLow. pyc

sh. pyc

YARA 0

579¢59

MD5: e98f4£3505f05bf90e17554fbc97bba9

SHA-
256:2¢1d3d0a9c6f76726994b88589219¢b8d9¢39dd9924bec8d2d02b141d95
5fe326

MD5: 288166952f934146bel172f6353e9a1fh

SHA-
256:1a2ab4df156ccd685f795baece7df49f8e701f271d3e5676b507112e30¢
e03c42

MD5: 27c69aa39024d21eal09cc9c9d944a04

SHA-
256:758598370c3b84c6£bb452e3d7119£700£970ed566171e879d3¢cb41102
154272

MD5: f6b3a73c8c87506acda430671360celd

SHA-
256:5¢776a33568f4c16fee7140c249c0d2b1e07982a96c7a01bfd2d5684e58
c9bb32

MD5: 8b675db417cc8b23f4c43f3debc83438

SHA-
256:¢c96ed56bf7ee85a4398cc43a98b4db86d3dad11c619f17c8540ae424ca
6546e1

rule TRITON_ICS_FRAMEWORK

{

strings:

$python compiled = ”.pyc” nocase ascii wide

$python module 01

”

~ module ” nocase ascii wide

$python module 02 = “"<module>” nocase ascii wide

$python script 01
$python script 02

$py cnames 01
$py cnames 02

“import Ts” nocase ascii wide

“def ts ” nocase ascii wide

” ” .. .
TS cnames. py  nocase ascii wide

“TRICON” nocase ascii wide

$py cnames 03 = “TriStation ” nocase ascii wide

$py cnames 04

” . L
chassis " nocase ascii wide

$py tslibs 01 = “GetCpStatus” nocase ascii wide

”

$py tslibs 02 = “ts ” ascii wide

$py tslibs 03 = 7 sequence” nocase ascii wide

$py_tslibs 04 = /import Ts(Hi|Low|Base) [ :alpha:]/ nocase ascii wide

$py tslibs 05 = /module\s?version/ nocase ascii wide



$py tslibs 06 = “bad ” nocase ascii wide

$py tslibs 07 = “prog cnt” nocase ascii wide

$py tsbase 01 = “TsBase.py” nocase ascii wide

$py tsbase 02 = ”.TsBase(” nocase ascii wide

$py tshi 01 = “TsHi.py” nocase ascii wide

$py tshi 02 = "keystate” nocase ascii wide

$py tshi 03 = “GetProjectInfo” nocase ascii wide

$py tshi 04 = “GetProgramTable” nocase ascii wide

$py tshi 05 = “SafeAppendProgramMod” nocase ascii wide

$py tshi 06 = 7. TsHi(” ascii nocase wide

$py tslow 01 = “TsLow. py” nocase ascii wide
$py tslow 02 = “print last error” ascii nocase wide
$py tslow 03 = 7. TsLow(” ascii nocase wide

$py tslow 04 = “tem ” ascii wide
$py tslow 05 = 7 TCM found” nocase ascii wide

$py crc 01 = “crec. pyc” nocase ascii wide
$py crc 02 = “CRC16 MODBUS” ascii wide
$py crc 03 = “Kotov Alaxander” nocase ascii wide
“CRC_CCITT XMODEM” ascii wide

$py crc 05 = “crcl6ret” ascii wide

“CRC16 CCITT x1DOF” ascii wide

/CRC16 _CCITT[" ]/ ascii wide

$py crc 04

$py crc 06

$py crec 07

$py sh 01 = “sh. pyc” nocase ascii wide

$py keyword 01 = 7 FAILURE” ascii wide

$py keyword 02 = “symbol table” nocase ascii wide

$py TRIDENT 01 = “inject.bin” ascii nocase wide

$py TRIDENT 02 = “imain.bin” ascii nocase wide

condition:
2 of ($python *) and 7 of ($py *) and filesize < 3MB

ey

private global rule hatman filesize : hatman {

condition:



filesize < 100KB

private rule hatman setstatus : hatman {
strings:
$preset = {80 00 40 3c 00 00 62 80 40 00 80 3c 40 20 03 7c
?? 2?2 82 40 04 00 62 80 60 00 80 3¢ 40 20 03 7c
P9 2?82 40 99 ?? 42 38
condition:
$preset
}
private rule hatman memcpy : hatman {
strings:
$memepy be = { 7c a9 03 a6 38 84 ff ff 38 63 ff ff 8c a4 00 01
9c a3 00 01 42 00 ff £f8 4e 80 00 20
$memepy le = { a6 03 a9 7c ff ff 84 38 ff ff 63 38 01 00 a4 8c
01 00 a3 9c 8 ff 00 42 20 00 80 4e
condition:
$memcpy be or $memcpy le
}
private rule hatman dividers : hatman {
strings:
$divl = { 9a 78 56 00 }
$div2 = {34 12 00 00 }
condition:
$divl and $div2
}
private rule hatman nullsub : hatman {
strings:
$nullsub = { ff £f 60 38 02 00 00 44 20 00 80 4e }
condition:
$nullsub
}
private rule hatman origaddr : hatman f{

strings:
$oaddr be
$oaddr le

condition:

{03

00 60 3c

$oaddr be or $oaddr le

{ 3c 60 00 03 60 63 96 f4 4e 80 00 20 }

£4 96 63 60 20 00 80 4e }



private rule hatman origcode : hatman

strings:

$ocode be

$ocode le { 03 00 00 3c
condition:

$ocode be or $ocode le

private rule hatman mftmsr : hatman {

strings:
$mfmsr be = { 7c 63 00 a6 }
$mfmsr le = { a6 00 63 7c }
$mtmsr be = { 7c 63 01 24 }
$mtmsr le = { 24 01 63 7c }
condition:

($mfmsr be and $mtmsr be) or ($mfmsr le and $mtmsr le)

private rule hatman loadoff : hatman

strings:
$loadoff be = { 80 60 00 04
40 82 ?? 9?9
$loadoff le = { 04 00 60 80
?? ?? 82 40

condition:
$1loadoff be or $loadoff le

{

b0 a0 00 60

{

48 00 ?2? 29
28 03 00 00
?? ?? 00 48
00 00 03 28

private rule hatman injector int : hatman {

condition:

ab 03 09 7c

70 60 ff ff
41 82 2?9 29
ft ff 60 70
?? ?? 82 41

hatman memcpy and hatman origaddr and hatman loadoff

private rule hatman payload int : hatman f{

condition:

hatman memcpy and hatman origcode and hatman mftmsr

rule hatman compiled python : hatman

condition:

hatman nullsub and hatman setstatus and hatman dividers

{

{ 3c 00 00 03 60 00 a0 b0 7c 09 03 a6 4e 80 04 20 }

20 04 80 4e }

28 00 00 00

00 00 00 28



rule hatman injector : hatman {
condition:

hatman injector_int and not hatman payload int

rule hatman payload : hatman {
condition:

hatman payload int and not hatman injector int

rule hatman combined : hatman f{
condition:

hatman_injector_int and hatman payload int and hatman dividers

rule hatman : hatman {
condition:
hatman compiled python or hatman injector or hatman payload

or hatman combined

}
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