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MR 12: BEAREF /N\RULERSIFERN, AL RS
H—FULE

2012 4F3R F B M U R 1B = AR b, DLL A M Zh SR i %, o 84. 7%, HAth
FEARERATIN G SO BRI RS

il [[os

n EEE

» PUAT I
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K 28 A SR

EEARR Y, TrojanDownloader &R %Z, G —FLLE, HEKKZ Trojan.
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= TrojanDownloader
= Trojan
= TrojanSpy
= TrojanPWS$
Worm
Backdoor

Other

K 29 ARSI

L

AR TEREEHS,

2012 SERAE TIRZ BER L EM:, Hh e R 2R3N NJerE, HEEEE IR
W, EARE SN ATk, H AR AN E A SR . O T U A B A A
3 WA R e B B SR A R O 30, B 211 B, SRTE RR SR TR,
ARELGH T H A Topl0,

HEME 1: DuQu, Wiper, Flame, Gauss BZEHI, FHEHXE
AW 282 KITE %

fEFRSPE: Kaspersky, Symantec
SRR

http://www. symantec. com/connect/blogs/new—duqu—sample—found-wild

http://www. symantec. com/connect/blogs/shamoon-attacks

http://365. rsaconference. com/servlet/JiveServlet/previewBody/3697-102-1-4855/BR—
208 Bencsath. pdf

http://www. securelist. com/en/analysis/204792257/Kaspersky Security Bulletin 2012
_Cyber_Weapons

RS
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2012 FEZ |, At AR S AR 4 i 8% R Stuxnet Al Duqu PFH, H I HFRE . 2012
A ) 4 G P 0 2 S ] L 7 i B [R) AP BRI ) e b AR B IX B 5K . AR#E Kaspersky Ziil#3k
5 2% I 10X 4% s 1R v 7 b IX LA B ) st s o Bk

Duqu f 51 2011 4 9 AR, FE24) P Duqu G E 34 )5, Duqu &5 #RE
BT TR SRR . 2012 4E 2 H Symantec 7EAFBARIL T — 3K Duqu FrhAIRS, (HIXFHT
FRAS (R AZ o B R — B R e A i 1)

Wiper T 2012 4F 4 HJRIFMAEAEF B RIEEIME . Wiper WRPKAF S # R IIA vl /e
i, FEEHSATA nTRe g T ot e EdE . Frik, Wiper Bilidsi )G, JLPARMCT X 30
BT ES R HSA A T o

Flame F 2012 4 5 A#IEYE, B2 HET AL AE R & E M4 K eas. Flame & — K
L [e] st LA iy HEURPAIE PR S A

miniFlame T 2012 4£ 6 H WA M2, miniFlame #1 Flame 3&T[6 —P2EMFES . TR
WSO AST ) IR 28 (AU AR P AT RFE DR, XREREAHCNY Flame 5% Gauss HIZHAFHAT R D)

o> o
o OF

Guass T 2012 4F 7 gl ®], & BAEHAE N, SCRRafEiE Hoine. @il Guass
TR AL IR M KL A i B R A TAG 2N ELE T AMEEE, G Kurt
Godel (B}f£/R), Carl Friedrich Gauss (Fi#f) 5 Joseph Louis Lagrange (Fit&BEAH) .

Shamoon - 2012 4F 8 H HA) Briti 4 BR e KA 1 4l ARAMCO (W AR3RAT 5647 i 24 1) AT 4%
&, Kaspersky Ay Shamoon & ERA] M4 34 Wiper. BTl 4 A w45 T Shamoon [ITFHY
A :amateurish (I 4R) 5 copycat (#78) .

B 2: Oracle Java 153 0 Day i (CVE-2012-4681), ¥
i 5K

WHKP: FireEye
JR SCHER:

http://blog. fireeye. com/research/2012/08/zero-day-season-is—not—-over—yet. html
https://community. rapid7. com/community/metasploit/blog/2012/08/27/lets—start—the
-week—with—a—new—java—Oday
A

2012 4F 8 A 26 H, #Hill%4Aw] FireEye #i#s CVE-2012-4681 Jill, %A R %AW 5
B3 Atif Mushtaq A CVE-2012-4681 il e 1 HIA FACAS 2 B2 A2 Rl ok. XXX4. neto 5/
JIE I AT A LS BHZ M, TN S Java FEFFREBSEE Java V&R
FHLE], I NI B EFET dropper (Dropper. MsPMs) o 8 A 27 H% Rapid 7 ARIIE, #%
TR A ARG AT 820 Windows. 0S X & Linux P& 12 500 W2 .
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EH44 3: LinkedIn MG 650+ F P ¥t R4

FFRP: LinkedIn
JRSCHER::

http://www. dagensit. no/article2411857. ece
http://nakedsecurity. sophos. com/2012/06/06/millions—of—1inkedin—passwords—report
edly-leaked-take—action—now/

http://blog. linkedin. com/2012/06/06/11inkedin—member—passwords—compromised/

RS

201246 J 6 H, R IT Pk Dagens IT FSGHRIES SHA-1 HFIH) LinkedIn ik F1
O IAEAR D W — AN R s, H Ml 3 I SR B DL B i S5 g i . B S
Sophos 2k A Graham Cluley 7E Sophos &P — A5 6, 458, 020 4> unsalted
SHA-1 BB 205 (1) SO OB IR k) CU/EM _E3Rif%, Sophos TV 2/ E A
% LinkedIn Wk P20, [AlH, 7E4EAZ MG LinkedIn #84E Director BRAZM Vicente
Silveira fEZM G E 7% 1R KA BIESE LinkedIn F P K PR 2505 oAt 2

HH 4. BENR Adobe AT FHH Adobe IFIEPFEEBERE L
A

FEFSRIF: Adobe
JROCHEER
http://blogs. adobe. com/asset/2012/09/inappropriate—use-of-adobe—code-signing—cer
tificate. html
VSN P

2012 429 H 27 H, Adobe /il %4 58 A2 i Brad Arkin 7£ Adobe BT % E&
KA, Adobe 2 F) R ILICE # F % 7] I HCUE R B AR P D 3 A Adobe JT AR
i, N REEE TR pwdump? v7.17, Z THREZEH TR Windows RE M HFIME;
B ASEERERF & A ISAPT i JE 28 "myGeeksmail. d11”7. Adobe 7E 2012 4= 10 H 4 HJEFRAH
FHIECFUER, Windows £ ) Adobe A5 3 4~ Mac/Windows & 1 Adobe Air N5 F&

T T
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B 5. BRITHE BT, KRG Anonymous

TSR : AnonNews
JR U
http://anonnews. org/press/item/2004/

A

Anonymous T 2012 4F 12 H 30 HAE Youtube & A Anonymous 2012 72L& 457 FLH
(Expect Us in 2013), [Alii Anonymous 7E 2012 F— RA| B dFHM, HpyEgNBER x5
A B A L M5 MegaUpload, Anonymous 1M 4 /7t o % 58 [ =] 5 (DOJ) « BRI I 25 )=
(FBI) ¥ EREH IR (Universal Music) FI3EE L4 (MPAA) IS5 HEAT— R 511 DDoS K.
Anonymous £ 75 B i ARSI H X 2647 3 W2 507 =67, 38A B2 AN NRINATE),
Horp— Lo T B E R SEAR S BEAT, Hlan#0pSyria.

EH 6: Mac 0S X 52 & ™ E K% Flashback

WFSRIE: F-Secure

JR SO
http://www. f-secure. com/weblog/archives/00002341. html

http://www. kaspersky. com/about/news/virus/2012/Kaspersky Lab Confirms Flashfake
Flashback Botnet Infected more than 600 000 Mac OS X Computers Describes Ramific
ations and Remedies
HR A

2012 % 4 H 2 H, F-Secure B 7E 4L 71 Brod 7E F-Secure B 5 % H] Mac 0S X A
FUR WS, BT Flashback FHT4Fh Flashback. K R T Mac REEH ARIEHME Java
i CVE-2012-0507. — H. Flashback. K $iATRH~ Hl N E 2L BV, IR 2 A
AEN, ZEEEFIMSRERERS, REREZ ST IZEERF kAR
G T7 e Brod 7E3C 58I Oracle 7E 2 H Ay 4 KA Windows ~F G iZiwiFH 4N T, (HE#
£ Brod KFalt Apple ANEMIARKATRT 0S X #1774 . & Kaspersky A# 4 H 9 HALit

Flashback. K &%t Mac R4HE==F] 60 HH.

m
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B 7: REARBBEIR S IREN X% 5% B B K 2 2 U

FEFRPE: U.S. House of Representatives

JRSCHEE:

http://intelligence. house. gov/sites/intelligence. house. gov/files/documents/Huawe
i—ZTE%20Investigative%20Report%20%28FINAL%29. pdf

20124 10 A 8 H, FEEAWRAAMIRE (Investigative Report on the U.S. National

Security Issues Posed by Chinese Telecommunications Companies Huawei and ZTE) , i%
A PRARB BRI R R R AR B AL TS HILICRX T rh E B E A Ry, XS
B B R 5o SRTT, A AIEIG RS D72 U A S TR) R AR e e AT 145 v BETBURT I 5% F 4
PPEARE R . TR AL R, A EIRZE R 5 P, Hh s, sralg
WEEEMEMI MAEEZ RGN, PO HEATRS BRI S A R K 2 2 a8, sRATE L
F E M SRR B R G R SR AR

Ef4 8: Bank of America &% FE&RINLFEEIEEE DDoS W
i

R : Arbor

JRICHERE:

http://pastebin. com/mCHiadW5
http://pastebin. com/E4f7fmB5
http://ddos. arbornetworks. com/2012/12/1essons—1earned-from—the-u-s—financial-ser

vices—ddos—attacks/

RS TS

M 2012 £ 9 H 18 H, PAHTHGRER Bl = # e s F B S B 5% (Innocence of Muslim)
N5 K2, 1zz ad-Din al-Qassam Cyber Fighters DA% 2H 213 [ & RN KT N
“Operation Ababil”[fJ KFIEL DDoS ¥y, Wiy G BTHEX%] 60 Gbps. 2012 4F 12 H 10
HiZH 4 4F Pastebin M ui B FRK”Operation Ababil” ik N8 —BrEX, HIdin 2AH U.S
Bancorp, JPMorgan Chase&co, Bank of America, PNC Financial Services Group, SunTrust
Banks, Inc fEWNMIZEEEFHIM, Izz ad-Din al-Qassam Cyber Fighters FEH{”Operation
Ababil” 28 i Bt DDoS B i Jo 18 A Bty 5 Fld & Buoh B A0 2 B B3
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HMH9: VMware ESX JREAG i EE 44

TFRPE: VMware
JR SR

http://blogs. vmware. com/security/2012/04/vmware—security—note—2. html
http://blogs. vmware. com/security/2012/11/vmware—security—note—3. html

=Y - p

2012 4 4 A 24 H, VMware A #] &M A0 80 Tain Mulhol land £ VMware B 7 1#%
ERFEFPARZATT 4 H 23 HIEE Wware ESX i) —MNEARRY SO A TFMEE, I+ HASK
AR B2 ARG SO AT o AR AR S H A R T ff g it 1Y) 2 2003 4E-2004 4 I [H] B
WHIYEACIS . Tain 727 B85 1E VWMware ESX JEACIDHE A T3 FH AR S X WWware F 738
BT RS . 2012 4F 11 H 4 H Tain 75 WMware B 7 18% k3R 2012 FEE 5 IR WMware ESX
PR R 75 B, FR 11 A EE 1) Wiware ESX JRACIE S 4 H 43t #& 1) VWWware ESX JEARAD 2
(B Sk X Py A R —A) KEAMFEF 7”7 : "1t is possible that more related files
will be posted in the future”.

B4R 10: BEFITRGEANPBEERF Crisis HI

fEFRPE: Intego, Symantec
JRCHEE:

http://www. intego. com/mac-security-blog/new-apple-mac-trojan—called-osxcrisis—di
scovered-by—intego-virus—team/

http://www. symantec. com/connect/blogs/crisis-windows—sneaks—-virtual-machines

RS TS

20124 7 H 24 H/w#) 7 Intego il 0S X FE A LT Crisis(0SX/Crisis). 8
H 20 H Symantec #R1# Crisis AKLFE/F 1) Windows fix W32. Crisis, FF&H W32. Crisis i@
i 3 M ARG 1) . I W32, Crisis Fl autorun. inf SR A] BN ; 2) . EH W32. Crisis
B VMware FERIALIZE A ;3) {4 Remote Application Programming Interface (RAPI) ¥
W32. Crisis PrJ@tEs E#1%] Windows Mobile #4%%. Symantec Z4Wf7t it Takashi Katsuki
PR W32. Crisis fEFH R F| Wware EEMHLIE /)G, {4 Wware Player BB =#%4a 55
B BNZMAE S, AR W32, Crisis A BEEE —MABR G VWware BUG SO B
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Email: baoxuhua@nsfocus. com
i, BRSO FOEIE A L, B SO E B e E T R RIS
Ao

28

ZpeE, SERH

Email: lihongpei@nsfocus. com

Blog: http://www. 1170. com/user/falcon

. SRR, SRR SR ERmS T . BFFC 7 1) B R 4 e 4. AT Ak R 4
K\ 2 fE B REAL BEER I VA% K R G 2 W 5T 5%

RN, ZRERH

Email: zhaogang@nsfocus. com

TR RGOS B L BRI, IRALET ZEBPTEARB .

TR -
XM, SREARHR

Email: liuya@nsfocus. com

2, gBERE

Email: lizheng@nsfocus. com

Mg, SRR

Email: yangli@nsfocus. com

Tz, SRR

Email: yuyang@nsfocus. com

g, BB

Email: honghai@nsfocus. com

BRI, SERH

Email: tanjingli@nsfocus. com
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